Szliton

Soliton G/On la mét giai phap truy cap tir xa, thiét 1ap két nol gitra thiét bi tir xa va hé thong ung
dung trong hé thong mang caa mot t6 chic. G/On su dung COng bado méat an toan dé tach thlet bi tur
xa khoi hé théng mang, qua d6 bao vé duong truyén, song van cung cap day du cac két néi can
thlet May chu chira tng dung néi bo khdng can phai két néi téi mang Internet ma van co thé cung
cap day di tit ca chirc ning.

O phia client, nguoi ding s& sir dung G/On Client chuyén dung chi dugc st dung dé két ndi voi may chu cong. Nguoi
diing c6 quyén truy cap vao cac ang dung dua trén quy tac cap phép hoac vai tu cach thanh vién nhém Active Directory
va khong can nh¢ bat ky URL nao hoic thong tin khac dé truy cap cac tng dung. G/On bao gom céc @ng dung client
cho RDP, Citrix, VNC, trinh duyét, truy cap tép tin va nhiéu ang dung khac.

O phia may chu, quan tri vién s& str dung bang diéu khién trung tam, chi bang 1 céi nhin, dé quan Iy toan bo méi truong
G/On, gém nhiéu server cong bao mat.

G/On cung cap dich vu xac thuc 2 yéu té 1an nhau cho nguoi ding va thiét bi. Néu dwoc yéu cau, né co thé két néi 1
ngudi ding dic dinh véi mot thiét bi. Thuyc té 1a khéng c6 VPN nao dwoc tao ra va client khong bao gio 1a mat phan
cia mang cdng ty, khdng can ciu hinh dia chi TCP / IP trén client. Nguoi ding c6 thé sir dung cac eng dung khac,
nhu trinh duyét web, dé truy cap t6i cac tai nguyén khéc trén internet. Ngoai ra, ngudi ding cd thé thiét 1ap vo sé duong
truyén G/On cuing ldc.

' G/On kha dung trén Windows, MacOS va Linux (cé chon lgc)
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TIEU CHI CHO GIAI PHAP TRUY CAP TU XA
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Moi giai phap bao mat cua Soliton déu dugc phét trién véi tiéu chi:

. Xéc thuc hai chiu I3n nhau gitra client va céng két ndi, tao nén mot duong két ndi an toan, bao mét.
. Cobng két ndi bao vé mang va may chii khoi nhiing cugc tan cong mang hay truy cap trai phép.
. Cong két ndi co lap client khoi hé théng mang, do do, thiét bi tir xa s& khdng tham gia truc tiép vao mang nai bo.
. Cbng két ni trao ddi dit lieu vai hé théng mang, cho phép truy cap vao tai nguyén noi bo an toan.
- Client truy cap tir xa c6 thé duoc cai dat boi ngudi dung dau cudi, khéng can quyén dic biét cho PC va Mac.
- Quyén truy cap cua nguoi dung dua trén cac quy tic cip phép hoic theo tu cach thanh vién nhom
Active Directory; nguoi diing khong can ghi nhé bat ky URL nao.
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THANH PHAN CUA G/ON

Cong két ndi an toan- Secure Gateway: Ngin khong cho cac may chu tng dung cia cong ty phai tiép
xuc véi Internet.
e Dit liéu trung chuyén giita cong va img dung client tir xa ludn duoc ma hoa AES 256-bit , duoc chimg nhan
FIPS 140.2.
e Cung cép dich vu proxy va phan giai tén DNS trén mang ndi b dé cung cép day du chirc ning cho céc img
dung trén may client.
e Cung cip chirc ning ty dong can bang tai va du phong tu dong , hoat dong v6i cac san pham cin bang tai
cua bén thir ba.

e Céc cong bd sung duoc tao d& dang trong vai gidy bang trinh cai dat Cong.

G/On Client: Két ndi cac ung dung trén may khach véi cac tai nguyén bén trong mang cong ty ma khong
can VPN. ‘Sau khi xac thuc hai yeu t6 1an nhau, cong may chu s& gui mot dbi teong menu téi may khach
c6 chtra cau hinh khéi dong cho médi tng dung ma ngudi ding cé thé sir dung tai d6 cac thiét bi, vi tri va/
hoac thoi gian.

Céc tinh nang khac:

e  Céc (ing dung khong kha dung s& khdng hien thi va quyén truy cap duoc thyc thi trong cong, ngin
nguoi dung khai dong cac ing dung khong duoc phép hoac nang cap quyén truy cap.

e G/On-client ciing cung cap tinh ning tu dong khai chay cac (ng dung va dang nhap mét lan (SSO).

e Client co thé dong goi tat ca luu luong truy cap trong HTTP va di chuyén qua cic proxy ma van giir
duoc tinh bao mat.

e Quan trj vién hogc ngudi diing cudi co thé tao ra ung dung Client G/On mot céch dé dang nho
Trinh cai dat tng dung G/On Client , va nd ¢6 san cho Windows, MacOS va cac ban phan phoi
Linux duoc ho trg.

G/On USB Token:

Mot ma thong bao(Token) dang USB nho véi the thong minh di dong dugc tich hop trong the MicroSD.
Nguoi dung cudi nhan dugc tng dung G/On véi day du chire nang da duge dang ky trudc, hodc chi can
trai qua mot quy trinh dang ky don gian dé kich hoat tng dung G/On. Trong qua trinh dang ky, thé théng
minh tao ra mot cap khoa riéng tu/ cong khai. Khoa cong khai dugc sir dung dé xéac thuc thé théng minh,
khoa c4 nhan dugc bao vé bai thé thdng minh va khdng bao gio c6 thé roi khoi nd. Do d6, G/On USB-
token c6 thé dugc nhan dang duy nhat dya trén cip khoa riéng tu/ cong khai ciia the thdng minh trong
thoi gian xac thuc.

G/On Desktop Client:

Khai chay tir may tinh thay vi tir G/On USB Token, va str dung may tinh 1am yéu té xac thyc thir hai thay
vi diing thé théng minh USB. Ung dung nay chi hd trg cho Windows.
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G/ON HO TRQ MOT SO TINH NANG CHINH NHU:

Khéng can sir dung VPN: G/On tao ra mot dudng truy cap téi tng dung noi bo
va str dung may chu DNS noi bg. Secure Gateway ngan cach may tinh truy cap tir
xa véi mang noi bo. Nguoi ding van c6 thé sir dung tng dung cé nhan trén may
tinh caa minh.

Lich sir sir dung: SecureGateway ghi lai tat ca cac nd luc truy cap bao gom thdng
tin chi tiét vé ngudi dung nao, khi nao va nhiing tai nguyén nao duge ngudi ding
do truy cap.

Bang diéu khién quan ly trung tam: Cung cip toan quyén kiém soét viéc cai dit,
ngudi ding va cach st dung. Quan tri vién CNTT cd thé kiém soat quyén truy cap
vao c4c ung dung khac, ngin sao chép / dan / tai xudng tép tin hodc cho phép tai tép
tin xubng trong moi truong an toan chuyén dung.

Céc proxy tich hop cho Citrix va RDP: G/On giao tiép truc tiép voi cac dich vy broker
trén ca Citrix va RDP, vi vay khong can bat ky thanh phan front-end nao, ching han
nhu NetScaler va RD Gateway. G/On-client ciing ¢ thé bao gém Citrix-va RDP-
Client, trong trudng hop d6 khong can phai cai dit chdng trén may tinh tir xa.

Théan thién véi ngwoi dung: Khéng c6 thu tuc khoi dong va dang nhap phuc tap.
Chi can cam G/On USB Token vao may tinh, khai chay Ung dung Client G/On trong
USB, ding nhap bang thong tin ding nhap AD va chon cac tng dung can thiét. Pang
nhap mot lan( Single-sign-on ) da dugc bao gébm va cac tng dung hay duoc sir dung
nhét c6 thé tu dong khai dong sau khi xé&c thyc.

Khong can quan ly thiét bi: G/On tach cac wng dung noi bo caa cong ty khoi cac tng
dung cuc bo trén may tinh caa nguoi dung cudi. Két néi dugc bao mat va may tinh cua
ngudi dung cudi khdng bao gio dwoc cip bat ky quyén truy cap nao vao mang noi bo, vi
tat ca cac két nbi déu dugc uy quyén théng qua SecureGateway.

Szliton




TUy chon G/ON OS

G/On OS Ia mét vung chira an toan dugc thém vao G/On dé khoa toan bo & phia may
khach. Cac tinh nang khac bao gom:

e G/OnOS la 1 hinh anh Fedora Linux duoc thu nho, dugc cai cang (hardened ), dugc khéi
dong truc tlep vao b nha tir G/On USB Token G/On 0S khong bao gom driver daé truy
cap vao 6 cing, Vi vay khong co cach nao dé luu lai dit liéu hoac truyén dir liéu ra tir may
tinh dugc st dung.

e G/OnOScod déy du cac tinh nang voi cac tng dung client cho Citrix, RDP, VNC, trinh
duyét va hon thé nira..

e G/On OS bi khoa dé chi cho phép truy cap vao SecureGateway ma no da dugc dang ky
ban dau.
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THONG SO

SECUREGATEWAY

Nén tang Windows

Hé diéu hanh Windows Server 2008, 2008 R2, 2012, 2012 R2* va 2016
S6 lwgng ngudi dung Lén dén ~ 2,000 nguai cho mdi cong (gateway)
May chii xac thue dwoc hd tro Active Directory, LDAP va tai khoan cuc bo

Noi luu log File cuc bo

*Y8u cqu G/On Server tir 5.7 tro 1én

DATABASE (tity chon)

Nén tang Windows

Phién ban hé didu hanh Microsoft SQL server 2008,‘2012, 2014, 2016 va 2017
: (phién ban 2012 tro vé sau sé can G/On server tir 5.7 tré 1€n)

G/ON CLIENT
Nén tang Windows, Mac OS va Linux
Phién bin h¢ didu hanh Wit 7, 6 G 1D .
Apple Mac OS X 10.6 (Snow Leopard) tgi OS X 10.13 (High Sierra)
Linux Fedora 21 t6i 27 véi GTK+ GUI (64 bit)
G/ON TOKEN
Nén tang USB va Windows
Loai token G/On USB Token véi thé thong minh dé ching thuc hai ting

SoftToken hoac cac loai USB tir 2 GB trg [én

Computer User Token dugc cai trén nén tang Windows
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Vé SOLITON

Q@ EMEA office
Soliton Systems Europe N.V.
Jachthavenweg 109-A, 1081 KM Amsterdam, The Netherlands
+31 (0)20 280 6060 | emea@solitonsystems.com | www.solitonsystems.com

Pai ly iy quyén duy nhat tai Viét Nam

Luvina Software JSC.

4F, thap Hoa binh, 106 Hoang Quéc Viét, Quan Ciu Gidy, Ha noi, Viét Nam
Tel: 0366 496 399| info@teleworking.vn | https://teleworking.vn
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